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1 Coucok ucnoJib3yeMbIX TEpMHUHOB
JocTyn — nepemelieHne N0ael, TpaHCNopTa U Apyrnx o6beKToB B (M3) NoMeLLeHNsA, 34aHNSA, 30HbI U
TeppUTOPUN.

McnonHuUTeNnbHble YCTPOMCTBa — TYPHUKETbI, BOPOTA, Waarbaymsl MAun asepu, 060pyaoBaHHble
3N1EKTPOMArHUTHBIMU AU 3IEKTPOMEXAHNYECKMMM 3aMKaMMU.

KoHTponnep RusGuard - ycTpoOWCTBO, NpeAHasHaYeHHoe A1A KOHTPOA BX0Aa/BbiX04a B MecTax C
OrpaHUYeHHbIM A0MNYCKOM, pacwndpoBKM KOAa, COAEPKALLLEroca B KapTe AOCTyNa, C Le/bto
aBTOMATMYECKOWN permcTpaLmm nponyckos B CUCTEME M KOHTPOAA MX paboTocnocobHOCTH.

Cuctema KoHTpons 1 ynpasnenus goctynom (CKY/) — nporpammHo-annapaTHbI KOMNAEKC,
npesHasHavYeHHbIM AR OcyLwecTBAEHUA GYHKLUMUA KOHTPOA U YNPaBAEHUA AOCTYMNOM.

CunTbIBaTENIN — INIEKTPOHHbIE YCTPOMCTBA, NpeAHa3HaYeHHble 419 BBO4A 3aNOMMHAEMOro Koaa ¢
KNaBMaTypbl 1NHO CUNTbIBAHUA KOA0BOW MHPOPMaLMK C KAtodel (MAeHTUPUKATOPOB) CUCTEMBI.

TouKa goctyna — MecTo, rae OCyLecTB/IAETCA KOHTPOb A0CTyNa. TouKom AO0CTyna moryTt 6bITb ABEpPb,
TYPHWKET, BOPOTa, umar6ayM, O60pyp,OBaHHble CYHUTbIBATENEM, S/TEKTPOMEXAHNYECKUM 3aMKOM U
ApyrmnMmu cpeacrtesamm KOHTPOA A0CTyna.

MporpammHoe obecneyeHne npounssoautens CKY/ RusGuard — nporpammHbin Komnaekc RusGuard
Soft.

Cnyxb6a nponyckHoro pexuma (CMNP) — nporpammHbIi Moaynb, ABAAOWMNIACA KOMNOHEHTOM CKY/],
peann3oBaHHOM Ha 6ase MK MHmennekm, n obecneuymnBatoLMin BbINOJHEHWNE CAEAYIOWMNX GYHKLNNA:

co34aHue 3anunceit oTAeNoB U COTPYAHUKOB B base gaHHbIX MK MHmMennekm:;

Ha3HaYyeHue COTPYAHUKAM U OTAE/1IaM 30H A0CTYNa, YPOBHEN f0CTyna U rpadMKoB J0CTYNa;
CO34aHMe NOCTOAHHbIX M BPEMEHHbIX MPOMNYCKOB;

KOHTEKCTHbI Nouck no 6ase gaHHbIX MK MHmennexkm;

vk wnN e

onpeageneHune npas 4octyna AnAa aBToTpaHCNOpPTa, COTPYAHUKOB U nocetTutenemn pa3genbHoO.



2 BBeaeHue

2.1 Ha3HayeHuUe JOKYMEHTA

JokymeHT Pykosodcmeo no Hacmpolike u pabome ¢ modysaem RusGuard asnaetca cnpaBoYHoO-
MHPOPMaLMOHHBIM NOCOBUEM N NpeaHa3HayeH ANa CneunanmcToB No HacTponke moayna RusGuard.
[aHHbIN MoayNb BXOAMT B COCTaB CUCTEMbI KOHTPOIA U ynpaBaeHna aoctynom (CKY/), peannsosaHHOM
Ha OCHOBEe NPOrpamMMHOro Komnaekca MHmennexkm.

B naHHOM PyKOBO,ﬂ,CTBe npeacraBneHbl cneayroume maTtepumanbl:

1. obuwwme cBeaeHua o moayne CKY/ RusGuard,
2. HacTpoWKa moayna CKY/[ RusGuard,
3. pabota c moaynem CKY/A RusGuard.

2.2 Ctpykrypa ¥ pyHKIMOHA/IbHbIEe BO3MOXKHOCTU CKY /I IIK « MHTE /I1IeKT»
Cuctema KoHTpons 1 ynpasnenus goctynom (CKYA) MK MHmMennekm MoXKeT MMeTb cneaytoLlyto

MOZY/IbHYIO CTPYKTYpPY:

Moaynu uHterpaumm obopyaosanunsa CKY/;
moaynb domoudeHmugpukayus;
Mmoaynb Caywba nporyckHo20 PEXUMA;

Hw NP

MoayNb Yyem paboyezo spemeHu.

Mpu ucnonbzosaHum CKYA MK UHmennekm poctynHbl cneayolume GyHKLUUMOHaAbHbIE BO3SMOXHOCTH (B
33aBMCUMOCTM OT YCTAHOB/IEHHbIX PYHKLMOHA/bHBIX MOAYNEeN):

1. BO3MOXXHOCTb COBMELLEHMA KOHTPOAA A0CTYNa C APYrMMM nogcuctemamm 6e3onacHocTu B
OLHUX U TEX }Ke LeHTPax yrnpasieHus pacnpesesieHHOW CUCTEMbI;

2. BO3MOXHOCTb 3anporpammmnpoBaTtb peakumm CKY/ Ha cobbiTus, B TOM YMCie Npoucxoaalume B
Apyrnx noacucremax 6€30nacHoCTu;

3. BbICOKMI ypOBEHb aBTOMATU3aLMN MEXaHM3MA YNPaBIEHUA NpaBamMm AOCTYNa;
BO3MOHOCTb 06beANHATL NONb30BATENEN B FPyNMbl;

5. KOHTPOJ/Ib COCTOSIHUA CUCTEMbI U ee paboTocnocobHoCTH.

2.3 HasHauyeHue MojayJied MHTerpauuu ooopyaosanusi CKY /L IIK
«HHTe/1IeKT»
Mogynu nHterpaymm obopynosaHuna CKY/ BbinoAHAOT cnegytowme GyHKUUK:

1. HacTpomka B3aumogeicteus MK Mumennekm v obopynosaHua CKY/;
MpumeyaHue. Posb obopydosaHusa uepaem CKY/] cmopoHHe20 npou3sooumeris.

2. 06paboTka MHGOPMaLMK, MOCTYNAIOLWEN OT CYUTbIBATENEN, NEKTPOMEXAHNYECKUX 3aMKOB, U
NPOYMX CPEACTB KOHTPOA AOCTYN3;

3. ynpasaeHue UCMONHUTENbHBIMW YCTPOWCTBAMM AOCTYNA — CPEeACTBaMM BNOKMPOBKA U
OTNUpaHuA aABepew 1 np.



2.4 0Oo6wMe cBeJeHUs 0 MoayJie uHTerpauum «RusGuard»
Moaynb RusGuard siBnsieTca KomnoHeHToMm CKY/l, peannsoBaHHon Ha 6a3e MK MHmennekm, n
npegHasHavyeH gnAa BbINONHEHMA cneayowmx GyHKUNIMA:

1. KoHourypuposaHue CKY/J RusGuard (nponssoautens 3A0 “Pyclapa”.);
2. obecneyeHue B3anmogencteuna CKY/Z RusGuard c NK MHmennekm (MOHUTOPUHT, yripaBaeHue).

MpumeuaHue. [ModpobHesie ceedeHus o CKY/ RusGuard npusedeHs! 8 oghuyuansbHOU crnpagoyHol

doKkymeHmauyuu rno 0aHHol cucmeme.
Mepepn HacTpoWkoi moaynsa RusGuard HeobxoAMMO BbINONHUTL Ceayowmne AeACTBUA:

1. ycTaHoBMTb annapaTHble cpeactBa CKY/ RusGuard Ha oxpaHaeMbii 06BEKT (CM. CNPaBoYHYO
OOKymeHTaumto no CKY/Z RusGuard);

2. Hactpoutb CKY/A RusGuard B nporpammHom obecnevyeHnm npomssoauTens (CM. CnpaBoYHYIo
OOKyMmeHTauuto no CKY/J RusGuard);



3 Hactpoiuika moayJs uHTerpanuu «RusGuard»

3.1 Ilopagok HaCTpOMKHU MOAYJis UHTerpanuu «RusGuard»
HacTpoitka moayna RusGuard nponssoanTcs B cnegytowein nociefoBaTesibHOCTH:

HacTtpouTb nogkntoyeHmne K cepsepy RusGuard.
BblumTaTbh KOHOUIrYypaumto obopyaosaHua CKY./ RusGuard.
Hactpoutb 06bekTbl MK MHMennekm, cootBetcTBytowme asepam CKY/ RusGuard.

el S

Mepecnatb KoHUrypaumo moaynsa Cayxcba nponyckHozo pexcuma B CKY/ RusGuard.

3.2 Hactpouka nogkaw4deHus K cepsepy RusGuard

B nporpammHoOM KOMMNIeKce MHMesaeKm HacTpoiKa NoAKAoueHus K cepsepy RusGuard
OCYLLEeCcTBAAETCA Ha NaHenu HacTpoek ob6bekTa CKYA “ RusGuard ”. aHHbI 06BbEKT co3aaeTcs Ha 6ase
o6bekTa KomnbloTep Ha BKkagke O6opyaoBaHue ananorosoro okHa Hacrpoiika cucremsol (Puc. 3.2—
1).

TEHT) (| Cocpyaoeanme |) TEf o &1l 1
i GRS RS e e
=2 YUTQYA
IR JEUn PG 1

Komneworep [~ Dreaowms

|[Computer =

Puc. 3.2—1 O6beKT CKY[, “RusGuard”

MpumeyaHue. B meKcmogom rose 8 Npasom 8epxHeM yaay Ha rnaHesnu Hacmpoek obvekma CKY “
RusGuard ” ykazaHa eepcusa mooynas uHmezpayuu CKY/] RusGuard.

[Na HacTpoMKKM NogKAoYeHUs K cepBepy RusGuard HeobxogMMo BbINONHUTD Ceaytolme AelcTBun:

1. MepeliT Ha naHenb HacTpoeK 06bekTa CKYA, “RusGuard” (Puc. 3.2—2).



CKH A "RusGuard" 1
I
Cannputer -

[ OmerTe]

Puc. 3.2—2 Hacrtpoiika nogkntoueHus K cepsepy RusGuard

2. B none Umsa cepeepa BBECTM UMA cepBepa RusGuard (cm. Puc. 3.2—2, 1).

3. B none JlornH BBECTM MMA NONb30BaTENA, 061afatoWero NpaBaMm aaMMHUCTPAToOpa cepeepa
RusGuard (cm. Puc. 3.2—2, 2).
B none Maponb BBECTM Napo/ib BbibpaHHOro nosib3oBatens (cm. Puc. 3.2—2, 3).

5. HakaTb Ha KHonKy MpumeHuTb (cMm. Puc. 3.2—2, 4).

HacTtpoiika nogkatoueHus K cepsepy RusGuard 3asepLuieHa.

3.3 CuutbiBaHMe KOHurypauuu o6opyaoBanusa CKY/l «RusGuard»
CuntbiBaHMe KoHdUrypaumm obopypoBanma CKY/ RusGuard ocywecTBaseTcsa B caeayowem nopasgKe:

1. MepeliTn Ha NnaHenb HacTpoeKk obbekTa CKYA, “RusGuard” (Puc. 3.3—1).

CEH "RusGuard" 1

r
g

Puc. 3.3—1 CuutbiBaHUe KOHUTrypaumum obopyaosanmua CKY/[ RusGuard

2. HakaTb Ha KHOMKy Bbluutatb o6opygoBaHue (cm. Puc. 3.3—1).
7



B pesynbTrate B Aepese obopynosaHus MK MHmennekm 6yayt cozfaHbl 0O6bEKTbI, COOTBETCTBYHOLLME
KoHduUrypaummn obopyaoBaHus, co3gaHHOM B NporpaMmHOM obecnedyeHnn npomnssoautenn CKY./
RusGuard (Puc. 3.3—2).

52 LOCALHOST [WIN-ASSMQSLDITO]
&-RG CKY/l "RusGuard” 1 [1]
EH Cepswc OBopyaosaHusa "RusGuard” 1.1 [1.1]
&8 Konseprep RusGuard 1.1.1[1.1.1]
&-Hj KonTponnep RusGuard” 1.1.1.1 [1.1.1.1]
=8y Asepb RusGuard” 1.1.1.1.1[1.1.1.1.1]

.. Pene RusGuard” aseps 1.1.1.1.1.1 [1.1.1.1.1.1]
-H§ Cvpena RusGuard” 1.1.1.1.1.1 [1.1.1.1.1.1]

CumntbiBaTens "RusGuard” asepp 1.1.1.1.1.1 [1.1.1.1.1.1]
] CunTbiBaTens RusGuard™ asepb 1.1.1.1.1.2[1.1.1.1,1.2]

Puc. 3.3—2 flepeBo o6opyaoBaHua CKY[, RusGuard

MpumeyaHue. Co30aHue depesa obopyoosaHus CKY/ RusGuard spy4yHyto npouzeecmu He803MOMCHO.
CunTtbiBaHUe KoHbUrypaumm obopyaosaHusa CKY/ RusGuard 3aBeplieHo.
3.4 Hactpouka 06bekT0oB CKY/l «<RusGuard» B I[IK «MHTE/I/1IEKT»

3.4.1 Ilanenab HacTpoek 06beKTOB CKY/l «RusGuard» B IIK «AHTE/LIIEKT»

Ha naHenu HacTpoek obbekTa MK MHmMennekm, cooTBeTcTBYIOWEro ycTpoicTsy CKY./ RusGuard,
0oTObparkaeTca TEKCTOBOE MoJie C Ha3BaHNeM 0ObeKTa B NporpammHOM obecrnevyeHUn npomssoanTens
(Puc. 3.4—1).

VkTepmeics! .| [lonbE05aTEM [por

Bt
-2} LOCALHOST [WIN-ASSMQSLDITO]
&-RG CKYA RusGuard” 1 [1]
&--Hf Cepsuc Obopyaosanna RusGuard” 1.1 [1.1]
&-Hy EenTeED BusGuard
Y KonTponnep "RusGuard” 1.1.1.1 [1.1.1.1]
[leeps "RusGuard LL1[LLL
Y Pene "RusGuard” nseps 1.1.1.1.1.1 [L.1.1.1.1.1]
Cvpena RusGuard” L1.1.L11[L11L111]
CunTbiBaTens RusGuard™ asepe 1.1.1.1.1.1[111.1.1.1]
: a CumToiBaTtens RusGuard” asepe 1.1,1.1,1.2 [L.1.1.1,1.2]

”KDHBEDTED RusGuard 1.1.1

Puc. 3.4—1 Oto6pakeHue Ha3BaHuUA o6beKkTa B MO nponssogutens

3.4.2 Hacrpoiika aBepu «RusGuard»

B nporpammHom Komnnekce MHmMesnnekm HacTpolika geepu RusGuard ocylwecTBNAETCA Ha NaHeu
HacTpoek obbekTa Asepb “RusGuard”. [JaHHbIN 06EKT aBTOMATUYECKM CO34aETCA NPU CYNTbIBAHUM
KoHUrypaumm obopyaosaHus CKY/ RusGuard Ha 6a3e ob6bekTa KonTponnep “RusGuard” Ha Bknaake
O6opyaoBaHue aAnanorosoro okHa Hactpoika cucremol (Puc. 3.4—2).



-2} LOCALHOST [WIN-ASSMQSLDITO]
&-RG CKYA RusGuard” 1[1]

B Cvpena RusGuard” 1.1.1.1.1.1 [1.1.1.1.1.1]
B cunrbisaTens RusGuard” aseps 1.1.1.1.1.1 [L.1.1.1.1.1]
' CunTbiBaTens RusGuard” asepe 1.1.1.1.1.2 [1.1.1.1.1.2]

Puc. 3.4—2 O6vekT ABepb “RusGuard”

lMpumeyaHue. Hacmpoliku 08epu ucross3yomcsa moodysnem Yuem paboyezo spemeHuU. B npoepammHom
obecnevyeHuu npouszsodumens CKY/l RusGuard daHHbie HACMPOUKU He UCnosb3yomcs.

HacTpolika aABepu ocywecTBAAeTCs cneayowmm obpasom:

1. TMepelT Ha NnaHenb HacTpoeKk obbekTa Asepb “RusGuard” (Puc. 3.4—3).

Puc. 3.4—3 Hacrpoiika asepu RusGuard B MK UHTennekr

2. W3 pacKpbliBatoweroca cnmcka Bxog, B: BbibpaTb 06bEKT Pasaen, COOTBETCTBYOLWMI TEPPUTOPUN,
pacno/ioXKeHHOM CO CTOPOHbI BbIXO4a Yepes AaHHyo ABepb (cm. Puc. 3.4—3, 1).

3. W3 pacKpbliBatoweroca cnmcka Boixop, u3: BbibpaTb 06beKT Pasaen, COOTBETCTBYHOLLNIA
TEPPUTOPUN, PACMOIOKEHHOM CO CTOPOHbI BXOAa Yepe3 AaHHyto asepb (cm. Puc. 3.4—3, 2).

MpumeyaHue. B npoepammHoM Komrinekce MHmesnnekm ob6vekmoi Pasden cozdaromcs Ha base
o0bvekma O6aacme Ha sknadke lMpozpammuposaHue duasan0208020 okHa Hacmpoliika cucmemel.

4. HaxaTb Ha KHoNKy MpumeHntb (cm. Puc. 3.4—3, 3).



HacTpoiika asepu RusGuard B NK MiHmennekm 3asepLueHa.

3.5 Ilepecbiika koHpurypanuu CIIP B nporpamMMHoOe o6ecnieyeHue

NpoOU3BOAUTE/IA
[na nepecbinkuK B NporpammHoe obecrnedyeHne npomssoanTens nonb3osaTtesiei, yposHel 4oCcTyna,
BpeMeHHbIX 30H MK MHmMesnnekm HeobXxoAMMO BbINOAHUTL Ceaytolme AeicTBus:

1. NepeliT Ha naHenb HacTpoeKk obbekTa CKYA, “RusGuard” (Puc. 3.5—1).

[ [KYD Rusbiuard 1

Kornetorep [~ Ok

||Cc-mputer | x

[_3omvecan. kossurypause | Peuumare oSopumoeatise

Puc. 3.5—1 Mepecbinka KoHdpurypauum CMNP B nporpammHoe obecneueHne npoussogutens CKY/[ RusGuard

2. HaxKaTb Ha KHOMNKy 3anucaTtb KOHUrypaumio (cm. Puc. 3.5—1).

B pe3ynbTate B NporpaMmMHOM obecneyeHnn NnponssoamTens byayT co3aaHbl 06beKTbl,

COOTBETCTBYIOLME NepeUYncieHHbiMm obbekTam MK Uumennekm (Tab. 3.5—1).

Tab6. 3.5—1 MmeHoBaHMe 06bEKTOB B NporpaMmMmHOm ob6ecrneyeHnn npomsBoauTens

O6beKT

dopmar Ha3BaHMA CO3AaHHOrO
o6bekTa

Unnoctpauma

YpoBeHb focTyna

intellect_level_<id o6bekra B MK
Uumennekm>

YposeHb goctyna Beceraa — always
YposeHb goctyna Hukorpga — never

=] Ypoem Accryna
=] always (Touek octyna: 1)

&
Bic

never (Tosek gocTyna: 1)

BpemeHHas 30Ha

intellect_tz_<id obbekTa B MK
NHmennekm>

£ Bomxrocu(re 3arpyxero)
El &) Compyanimm
2% 8ce corpyarmkn
[5] rpynnel corpyarmkos
= [& Pacnucanus
Cymru(re 33rpyxero)

MpasgHuK

holiday <id o6bekTa B MK
WUHmennekm >

10




3.6 Hacrpoiika JuHaMH4eCKO# nepecbl/IKu KoHpurypanuu CIIP
N5 BKAOYEHMA AMHAMUYECKOWN Nepecbkl/iK1 AaHHbIX CMP HeobxoanMMo BbINOMHUTL Caeaytowme
aencreums:

1. NepeliTn Ha naHenb HacTpoeKk obbekTa CKYA, “RusGuard” (Puc. 3.6—1).

[ [ckun "RusGuad™1

Kornetorep [ Orenoumrs

|| Computer | >

Puc. 3.6—1 Hactpoiika AMHamMmunyecKoi nepecbiiku AaHHbIX CMP

2. YcTaHoBUTb GNarKOK AMHamMMuecKas nepecblika KoHourypauum (cm. Puc. 3.6—1, 1).Mpu
nameHeHun KoHourypaumm NK MHmennekm nocpenctsom moaynsa Caymba nponyckHo2o
pexuma BHeCEeHHble n3MmeHeHus byayT aBTomaTuyecku nepecbinatbea B MO nponssoanTtens
CRY/[, RusGuard. B cnyyae, ecin aBTomaTnyeckan nepecobl/ika UsMeHeHui He TpebyeTcs,
HeobX0AMMO CHATb AaHHbIN GNAMKOK.

3. HaxKaTb Ha KHonKy MpumeHuTb (cm. Puc. 3.6—1, 2).

BK/lOUEHWE ANHAMMYECKOWN Nepecblikn aaHHbIX CMP 3aBeplueHo.

11



4 Pa6ota c moayJjieM uHTerpanuu «RusGuard»

4.1 0OO61Ue cBeJeHUA 0 paboTe c MoAyJieM HHTerpanum «RusGuard»
Ona pabotbl ¢ moaynem RusGuard ncnonb3yroTca cieaytolme nHtepdencHble 06beKTbI:

1. Kapra;
2. NpoToKon cobbiTuii.

CBeaeHMs No HACTPOMKE AAaHHbIX MHTepdelcHbIX 06beKTOB NpMBeAeHbl B AOKYMeHTe [1po2pamMmHbli
Komnnekc UHmennekm: Pykoeodcmeo AOMUHUCMpPamopada.

PaboTa ¢ nHTepdencHbIMM 06bEeKTaMU NogpobHO onucaHa B AOKYMeHTe [1po2pammHbIli KomMaeKc
UHnmennekm: Pykosodcmeo Onepamopa.

MmeeTcs BO3MOXKHOCTb pa3mMelllaTb Ha KapTe 3HaYKK, COOTBETCTBYIOLLME KOHTPOIIEpaM M ABEPAM
RusGuard.

4.2 YupasieHue ABepblo «RusGuard»
YnpasneHue ABepblo OCYLLECTBAAETCA B MHTEPAKTMBHOM OKHe KapTa ¢ ncnonb3oBaHnem
dYHKUMOHaNbHOro MmeHio obbekTa [sepb “RusGuard” (Puc. 4.2—1,Tab. 4.2-1).

Isepe "RusGuard” 1.1.1.1.1[1.1.1.1.1]

Yeranoanesa camss ¢ yoT
10-12-12 1541214

BbiKMOYMTb CMpeHy
33KpbiTh ABEPb
OTKpbITE ABEPL
MocTaBuTb Ha oxXpaHy
PazfnoknpoBaTh ABEPL
BrntounTh cupery
3abnokmMpoBaTh ABEPL
OTKpbITE ABEPb HAAONr0
CHATb € OXpaHbl

Puc. 4.2—1 dyHKUMOHaANbHOE MeHI0 06beKTa [iBepb CKY/, “Securiton”

Tab6. 4.2-1. OnucaHue KomaHa PyHKLMOHANbHOro MmeHIo 06beKkTta [isepb CKY/ “Securiton”

KomaHaa PpyHKLMOHANbHOIO MeHIo BbinonHsaemas GpyHKUuA
BbIKNOUNTb CUpPEHY OTKNIOYNUTb CUPEHY
3aKpbITb ABepb 3aKpbITb ABepb
OTKpbITb ABEPb OTKPbITb ABEPb HA BpeMs OTKPbITUA ABepU
MocTaBUTb Ha OxpaHy MocTaBuTb ABEPb Ha OXpaHy
Pa3bnokunpoBaTh ABeEpb PasbnoknposaTh ABepb
BKAOYNTL CMpPEHY BKAOUNTL CMpeHyY
3abnoknposatb Bepb 3abnoknpoBaTh ABepb
OTKPbITb ABEPb HAJOATO OTKpbITb ABEPb A0 TEX NMOP, MOKa OHa He byaeT 3aKpbITa
CHATb C OXPaHbl CHATb iBEPb C OXPaHbl
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