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1 Coucok ucnoJib3yeMbIX TEpMHUHOB
JocTyn — nepemelieHne N0ael, TpaHCNopTa U Apyrnx o6beKToB B (M3) NoMeLLeHNsA, 34aHNSA, 30HbI U
TeppUTOPUN.

McnonHuUTeNnbHble YCTPOMCTBa — TYPHUKETbI, BOPOTA, Waarbaymsl MAun asepun, 06opyaoBaHHble
3N1EKTPOMArHUTHBIMU AU 3IEKTPOMEXAHNYECKMMM 3aMKaMMU.

KoHTponnep RusGuard - ycTpoOWCTBO, NpeAHasHaYeHHoe A1A KOHTPOAA BX0oAa/BbiXxo4a B MecTax C
OrpaHUYeHHbIM A0MNYCKOM, pacwndpoBKM KOAa, COAEPKALLLEroca B KapTe AOCTyNa, C Le/bto
aBTOMATMYECKOWN permcTpaLmm nponyckos B CUCTEME M KOHTPOAA MX paboTocnocobHOCTH.

Cuctema KoHTpons 1 ynpasnenus goctynom (CKY/) — nporpammHo-annapaTHbIi KOMNAEKC,
npesHasHavYeHHbIM A5 OCyLecTBAEHUA GYHKLNIN KOHTPOA U YNPaBAEeHUA AOCTYMOM.

CunTbIBaTENIN — INIEKTPOHHbIE YCTPOMCTBA, NpeAHa3HaYeHHble 419 BBO4A 3aNOMMHAEMOro Koaa ¢
KNaBuMaTypbl IMHO CUNTbIBAHUA KOA0BOW MHPOPMaLMK C Katouvel (MaeHTUMGUKATOPOB) CUCTEMDI.

TouKa goctyna — MecTo, rae OCyLecTB/IAETCA KOHTPOIb A0CTyNa. Toukom AOoCTyna moryTt 6bITb ABEpPb,
TYPHWKET, BOPOTa, umar6ayM, O60pyp,OBaHHble CYHUTbIBATENEM, S/TEKTPOMEXAHNYECKUM 3aMKOM U
ApyrmnMmu cpeacrtesamm KOHTPOA A0CTyna.

MporpammHoe obecneyeHne npounssoautens CKY/ RusGuard — nporpammHbin Komnaekc RusGuard
Soft.

Cny»b6a nponyckHoro pexuma (ClMNP) — nporpaMmmHbIi MoayNb, ABAAOLWMNIACA KOMNOHEHTOM CKY/],
peann3oBaHHOM Ha 6a3se MK ACFA Intellect, n obecneuynBatoWmin BbINOJHEHNE CAEAYIOWMNX PYHKLNNA:

co34aHue 3anunceit oTAeNoB U COTPYAHUKOB B 6ase aaHHbIX MK ACFA Intellect,;

Ha3HaYyeHue COTPYAHUKAM U OTAE/1IaM 30H A0CTYNa, YPOBHEN f0CTyna U rpadMKoB J0CTYNa;
CO34aHMe NOCTOAHHbIX M BPEMEHHbIX MPOMNYCKOB;

KOHTEKCTHbI nouck no 6ase gaHHbix MK ACFA Intellect;

vk wnN e

onpeageneHune npas 4oCctyna AnAa aBToTpaHCNOPTa, COTPYAHUKOB U nocetutenemn pa3aenbHo.

BpemeHHas 30Ha — COBOKYMHOCTb NPOM3BO/IbHOMO KOJIMYECTBa MHTEPBAIOB BPEMEHU B Npeaenax
KaXKOblX CYTOK BPEMEHHOTO UMKAa (0T 1 Ao 366 gHelt), a TaKKe MHTEPBANOB BPEMEHU B TedeHMe 0CobbIX
[4aT. BpemeHHble 30Hbl onpeaenstoT rpaduKk A0CTyna Ha OXpaHAEMbI OOBEKT.



2 BBeaeHue

2.1 Ha3HayeHuUe JOKYMEHTA

JokymeHT Pykosodcmeo no Hacmpolike u pabome ¢ modysaem RusGuard asnaetca cnpaBoYHoO-
MHPOPMALMOHHBIM NOCOBUEM M NpeaHA3HAYeH A/1a CNeunanncToB No HacTponke moayna RusGuard.
[aHHbIN MOAyNb BXOAMT B COCTaB CUCTEMbI KOHTPOIA U ynpasaerHna goctynom (CKY/), peannsosaHHOM
Ha OCHOBe NporpammHoro komnnekca ACFA Intellect.

B naHHOM PyKOBO,ﬂ,CTBe npeacraBneHbl cneayroume maTtepumanbl:

1. obuwwme cBeaeHua o moayne CKY/ RusGuard,
2. HacTpoWKa moayna CKY/[ RusGuard,
3. pabota c moaynem CKY/A RusGuard.

2.2 O6wmuMe cBeaeHHUs 0 MoayJie HHTerpauuu «RusGuard»
Moaynb RusGuard siBnsieTca KomnoHeHToMm CKY/, peannsoBaHHoM Ha 6a3e MK ACFA Intellect, n
npeaHasHayeH gns BbINOJAHEHMA caeayowmx GyHKUMI:

1. KoHourypuposaHue CKY/A RusGuard (nponssoautens 3A0 “Pyclapa”.);
2. obecneyeHue B3anmogeiicteuna CKY/ RusGuard c MK ACFA Intellect (MOHUTOPUHT, ynipaBaeHue).

lMpumeuaHue. [TodpobHbie caedeHus o CKY/ RusGuard npusedeHs! 8 oghuyuansHOU cnpagoyHol
0oKymeHmauyuu rno 0aHHol cucmeme.

MNepep HacTpoiKoin moayna RusGuard HeobxoA4MMO BbINONHUTL Caeaylolimne AeACTBUS:

1. ycTaHoBWUTb annapaTHble cpeacTea CKY/ RusGuard Ha oxpaHAembli 06bEKT (CM. CMPABOYHYO
OOKyMmeHTauuto no CKY/J RusGuard);

2. Hactpoutb CKY/[ RusGuard B nporpammHom obecneyeHmm Nponssogutens (CM. CnpaBoYHyto
AOKymeHTaumio no CKY/Z RusGuard);



3 Hactpoiuika moayJs uHTerpanuu «RusGuard»

3.1 Ilopagok HaCTpOMKHU MOAYJis UHTerpanuu «RusGuard»
HacTpoitka moayna RusGuard nponssoanTcs B cnegytowein nociefoBaTesibHOCTH:

HactpouTb nogxntoyeHune K cepsepy RusGuard.
BblumTaTbh KOHOUIrYypaumto obopyaosaHua CKY./ RusGuard.
Hactpoutb 06bekTbl MK ACFA Intellect, cootBeTcTBytOWwMe aBepam CKY/ RusGuard.

el S

Mepecnatb KoHUrypaumo moaynsa Cayxcba nponyckHozo pexcuma B CKY/ RusGuard.

3.2 Hactpouka nogkaw4deHus K cepsepy RusGuard

B nporpammHom Komnnekce ACFA Intellect HacTpolika noaKAoueHUs K cepsepy RusGuard
OCYLLEeCcTBAAETCA Ha NaHenu HacTpoek ob6bekTa CKYA “ RusGuard ”. aHHbI 06BbEKT co3aaeTcs Ha 6ase
o6bekTa KomnbloTep Ha BKkagke O6opyaoBaHue ananorosoro okHa Hacrpoiika cucremsl (Puc. 3.2—
1).

1l60D405aHAE.

Y ——

A Ypa KIH =] A1 E1H ParpathikdEOEEHIHE:
= B LOCALHOST [Ws4 g = =
R CKY/] "RusGuard” 1 [1 |CKH£l RusGuard" 1

Komnetorep I OkameuTs

(LocaLHosT B

Puc. 3.2—1 O6beKT CKY/, “RusGuard”

lMpumeyaHue. B mekcmogom rose 8 nNpasom 8epxHeM yany Ha NnaHeau Hacmpoek obvekma CKY/[
“RusGuard ” ykazaHa sepcusa moodyna unmezpayuu CKY/ RusGuard.

[Na HacTpoMKKM NogKAoYeHUs K cepBepy RusGuard HeobxogMMo BbINONHUTb Cedytolme AelcTBuA:

1. MepeliTn Ha NaHenb HacTpoek obbekTa CKYA “RusGuard” (Puc. 3.2—2).



[CKY L RusGuard" 1

K.omneoTep [ OTeniouHTE

(LocaLHOsT |~
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Puc. 3.2—2 Hacrtpoiika nogkntoueHus K cepsepy RusGuard

2. B none Umsa cepeepa BBECTM UMA cepBepa RusGuard (cm. Puc. 3.2—2, 1).

3. B none JloruH BBECTU MMA NMO/Ib30BaTe A, 061a4atoLLero npaBamm agMmMHUCTpPaTopa cepsepa
RusGuard (cm. Puc. 3.2—2, 2).
B none Maponb BBECTM Naposib BbiI6paHHOro nosib3oBatens (cm. Puc. 3.2—2, 3).

5. HaxKaTb Ha KHonKy MpumeHuTb (cm. Puc. 3.2—2, 4).

HacTpoiika nogkntoueHun K cepeepy RusGuard 3aBeplueHa.

3.3 CuuTtbiBaHue KOHurypauum o6opyaosanus CKY/l «RusGuard»
CunTbiBaHMeE KOHPUrypauumn obopyaosanHua CKY/ RusGuard ocywecTBsSeTCs B CeAyOLLEM NOpsAaKe:

1. MepeliTn Ha NaHenb HacTpoek obbekTa CKYA “RusGuard” (Puc. 3.3—1).



[EKY AL RusGuard" |

KarneioTep [ OTknmumTe

(LocaLHOsT | =
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Puc. 3.3—1 CuutbiBaHUe KOHUrypaumum ob6opyaosanmua CKY/[ RusGuard

2. HaxKaTb Ha KHONKy Bbiuntatb o6opypoBaHme (cm. Puc. 3.3—1).

B pesynbTate B gepese obopyaosaHua MK ACFA Intellect 6yayT co3aaHbl 06bEKTbI, COOTBETCTBYOLME
KOHUrypaumm o60pya0BaHUs, CO34aHHOM B NPOrpaMmHOM obecneveHnn npounssoautens CKY./]
RusGuard (Puc. 3.3—2).

5~ LOCALHOST [DEMOSERVER]
&-Fi3 CKY[ "RusGuard® 1 [1]
&- B Cepeuc Ofopynosanmua "RusGuard™ 1.1 [1.1]
&-- B Koneeprep RusGuard 1,11 [1.1.1]
&-H¥ KonTponnep "RusGuard® 1.1.1.1 [1.1.1.1]
&-@fl Aseps RusGuard™ 1.1.1.1.1 [1.1.1.1.1]
—f; Pene "RusGuard” asepe 1.1.1.1.1.1 [1. 1. 1.1.1.1]

Cwpena "RusGuard® 1.1.1.1.1.1 [1.1.1.1.1.1]
. CunTbiBaTens "RusGuard” asepe 1.1.1.1.1.1 [1.1.1.1.1.1]
. CunTeiBaTens "RusGuard” aeeps 1.1.1.1.1.2 [1.1.1.1.1.7]

Puc. 3.3—2 [lepeBo o6opyaosaHua CKY/[ RusGuard

lMpumeyaHue. CozdaHue depesa obopydosaHusa CKY/ RusGuard spy4Hyto npoussecmu He803MOMHO.

BHumaHue! B cnyuae, ecau K ACFA Intellect u 10 RusGuard ycmaHoeseHbl Ha pa3HbIX MAWUHAX, MO
0119 KOpPEKMHO020 cHUMbIBAHUSA KOHgu2ypayuu obopydosaHua Heobxoo0umo, Yymobbl daHHbIe
MAWUHbI 6biU CUHXPOHU3UPOBAHbI M0 8pemMeHU.

CunTbiBaHME KOHPUrypaummn obopyaosarua CKY/] RusGuard 3aBeplueHo.



3.4 Hacrpoiika 06bekT0oB CKY/l «RusGuard» B I[IK ACFA Intellect

3.4.1 IlaHenab HacTpoek 06beKTOB CKY/l «<RusGuard» B IIK ACFA Intellect

Ha naHenu HacTpoek obbekTa MK ACFA Intellect, cootBeTcTBytOLWEro ycTpoiicTey CKY/ RusGuard,
oTObpaKaeTcA TEKCTOBOE MOJIe C Ha3BaHMEM 06beKTa B MPOrpaMmmMHOM obecneyeHum NpomsBoauTens
(Puc. 3.4—1).

. = —— e —
&-RG CKYA RusGuard™ 1 [1] T —
& § Cepsuc OfopyaosaHms RusGuard™ 1.1 [L.1] JTATT [Karmpennep "FusGuard™1.1.

el
- (& B8 Konmponnep RusGuard” 1111 [L1.1.1] )

Koneeprep RusGuard

”KOHEEDTED RusGuard 1.1.1

Puc. 3.4—1 OTto6pakeHue Ha3BaHUA ob6bekTa B MO npoussogutens

3.4.2 Hactpoiika aBepu «RusGuard»

B nporpammHom Komnnekce ACFA Intellect HacTpoWika asepu RusGuard ocylwecTBNAETCA HAa NaHeNu
HacTpoek obbekTa ABepb “RusGuard”. [laHHbIi 06 bEKT aBTOMATUYECKM CO34AETCA NPU CYUTbIBAHUK
KOHUrypaumm obopyaosaHus CKY/ RusGuard Ha 6a3e o6bekTa Kontponnep “RusGuard” Ha Bknaake
O6opyaoBaHue ananorosoro okHa Hacrpoika cucremol (Puc. 3.4—2).

B2} LOCALHOST [DEMOSERVER] = =
&-RG CKYJ RusGuard” 1 [1] - Deept "AusGuard 1.1.1.1.1

- § Cepeuc Obopyaosanms "RusGuard™ 1.1 [1.1]
= KorsepTep RusGuard 1.1.1 [1.1.1]

N ||Km-rrponr|ap "RusGuard” 1.1.1.1 ‘ >
(Iaa--‘ fisepe RusGuard” L1L1L1[LLLLI )

Kownrponnep "RusGuard” [ {5

Puc. 3.4—2 O6vekKT AiBepb “RusGuard”

MpumeyaHue. Hacmpoliku 08epu ucnone3yromcsa mooysaem Ydem paboyezo spemeHu. B npoepammHom
obecnieyeHuu npouszsodumensa CKY/ RusGuard 0aHHble HacmpoUlKu He UCnoab3yomcs.

HacTpoiika asepu ocyLLecTBAsSEeTCA cneayowmm obpasom:

8



1. MepeliTK Ha NaHenb HacTpoeKk obbekTa ABepb “RusGuard” (Puc. 3.4—3).

| Heepe "RusGuard” 1.1.1.1.1
J A TH AT
Kaonrponnep "FusGuard™ 1.1.1.1 -

Puc. 3.4—3 Hacrtpoiika asepu RusGuard B MK ACFA Intellect

2. W3 pacKpblBatowerocs cnmcka Bxopg, B: BbibpaTb 06bEKT Pasaen, COOTBETCTBYOLWMI TEPPUTOPUN,
pacno/oXKeHHOM co CTOPOHbI BbIX0Aa Yepes AaHHyto aAsepb (cm. Puc. 3.4—3, 1).

3. W3 packpbiBatowerocs cnmcka Boixopg, us: BbiIbpaTb 06beKT Pa3gen, cOOTBETCTBYHOLLUIA
TEPPUTOPUN, PACTOIOKEHHOMN CO CTOPOHbBI BXOAa Yepes AaHHylo ABepb (cm. Puc. 3.4—3, 2).

lMpumeyaHue. B npoepammHom komrnekce ACFA Intellect o6vekmebl Paszden cozdaromca Ha base
o0bvekma Ob6aacme Ha sknadke lMpozpammuposaHue duaan0208020 okHa Hacmpolika cucmemel.

4. HaxaTb Ha KHonKy MpumeHuTb (cm. Puc. 3.4—3, 3).

HacTpoitka asepu RusGuard B MK ACFA Intellect 3aBeplueHa.

3.5 Ilepecbinka koHPurypanuu CIIP B nporpaMmMHoOe o6ecniedyeHue
MMPpOU3BOAUTE/IA

[na nepecbliikM B NporpammHoe obecrnevyeHne nponsBoAUTENA NONb30BaTENEN, yPOBHEN AOCTYNa,

BpemeHHbIx 30H MK ACFA Intellect He06Xx0A1MMO BbINOJIHUTL CNeAYIOLWLMNE AENCTBUA:

1. MepeliTn Ha NaHenb HacTpoek obbekTa CKYA “RusGuard” (Puc. 3.5—1).



[CKU A RusGuard™ 1

KarneoTep [ OTkMmuHTE

(LocalHOST |+

5 .
R—
. -

ﬂ_

Puc. 3.5—1 Mepecbinka KoHdpurypauum CMNP B nporpammHoe obecneueHne npoussogutens CKY/[ RusGuard

2. HakaTb Ha KHOMKy 3anucatb KoHdurypaumio (cm. Puc. 3.5—1). B pesynbTtaTe 6yaeT BbiBeAEHO
[ANanoroBoe OKHO C NOATBEPXKAEHMEM 3anncn KoHourypaumm (cm. Puc. 3.5—2).

lMpumeyarHue. Haxcams Aa, eciu Heobxo0UMO NMoaAHOCMbIO epe3anucams UMeoWyoCcsa KOHpuU2ypayuro
(Puc. 3.5—2, 1). Haxxamos Hem, ecsiu Heo6xo0umMo 3anucame mosbKo U3MeHeHUs 8 mekyuweli
KoHgpueypayuu (Puc. 3.5—2, 2). Haxxame OmmeHa 0519 ommeHsbl 3anucu KoHguaypayuu (Puc. 3.5—2,

3).

HHTenneKT
BHIMMaHWE! XoTWTE NepesanicaTe TeKYLLYHDY KoHDWrYDELAED?
Aa - KoHdurypaura GyASeT NoNHOCTED NEPE3anMcaHa.
HeT - ByayT 3anncaHsl TOMNBKD MSMEHEHWA B TEKYLLEN
KOHDUMYDELIMK,
OTHMEHS - OTMEHS 3EMMCH KoHDMrypaLmMH,

ey G ey

Puc. 3.5—2 [ilnanorosoe OKHO NOATBEpPXKAEHMUA KOHPUrypauum

B pe3synbTaTe B NporpaMmMHOM obecneyeHnn NponsBoauTens byayT co3aaHbl 06beKTbI,
COOTBeTCTBYIOLME NepeyncieHHbiM obbektam MK ACFA Intellect (Tab. 3.5—1).

Tab6. 3.5—1 UmeHOoBaHUE 06BHEKTOB B NPOrpaMmMHOM obecneyeHnn npomssoauTens

O6beKT dopmaTt Ha3BaHUA CO3[aHHOrO Unnaoctpayusa
06beKTa

YposeHb goctyna | intellect_level_<id o6bekTa B MK El [5 Ypoerm noctyna
WUHmMennekm> [ always (Touex aoctyna: 1)

YposeHb goctyna Beceraa — always
YpoBeHb goctyna Hukorpa — never

210

never(‘l’ouexnonyna: 1)
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BpemeHHas 30Ha | intellect_tz_<id obbekTa B MK YT —
Wnmennexkm> El &) Compyanmm

2% 8ce corpyaHmkn
[] rpynnel cotpyarmkos
Bl [& Pacnucanma
Cymru(re 33rpyxero)

MpasaHuk holiday <id o6bekTa B MK
WHmennekm >

3.6 HacTpoika AMHAMHYeCKOM nepecbliKu KoHPurypauuu CITP
[ns BKNOYEHUA AMHAMMYECKON Nepecblikn AaHHbIX CMP Heo6xoaAMMO BbINOMHUTL Caeayolme
aencreums:

1. NepeliTn Ha naHenb HacTpoeKk obbekTa CKYA, “RusGuard” (Puc. 3.6—1).

KU R RusGuard "1

Koraneworep [ OTRACHHTE

(LoCaLHOST |~

m_

Puc. 3.6—1 Hactpoiika AMHaMU4YeCKOW nepecbiIKK JaHHbiX CMP

2. YcTaHoBUTb GNAXKOK AIMHaMMUUecKas nepecblika KoHouUrypauum (cm. Puc. 3.6—1, 1).Mpu
nameHeHun KoHourypauum MK ACFA Intellect nocpencteom moayna Caymba rnpomnycKHo20
peXumMa BHECEHHbIE U3MEHEHUSA ByayT aBTOMaTUYeCKM nepecbinaTtbea B MO npoussoauTens
CKRY[ RusGuard. B cnyyae, ecnn aBTomaTuyecKkan nepechbl/ika UsMeHeHu He TpebyeTcs,
HeobX04MMO CHATb AaHHbIN GNAXKOK.

3. HakaTb Ha KHoNKy MpumeHuTb (CM. Puc. 3.6—1, 2).

BKNOYeHWE AMHAMMYECKON nepecbklikn aaHHbIx CIP 3aBepLueHo.

11




4 Pa6ota c moayJjieM uHTerpanuu «RusGuard»

4.1 0OO61Ue cBeJeHUA 0 paboTe c MoAyJieM HHTerpanum «RusGuard»
Ona pabotbl ¢ moaynem RusGuard ncnonb3yroTca cieaytolme nHtepdencHble 06beKTbI:

1. Kapra;
2. NpoToKon cobbiTuii.

CBeaeHMs No HACTPOMKE AAaHHbIX MHTepdelCHbIX 06beKTOB NpMBeAeHbl B AOKYMeHTe [1po2pamMmHbIli
Komnnekc UHmennekm: Pykoeodcmeo AOMUHUCMpPamopada.

PaboTa ¢ nHTepdencHbIMM 06bEeKTaMU NogpobHO onucaHa B AOKYMeHTe [1po2pammHbIli KomMaeKc
UHnmennekm: Pykosodcmeo Onepamopa.

MmeeTcs BO3MOXHOCTb pa3melllaTb Ha KapTe 3HaYyKu, COOTBETCTBYIOLME KOHTPOIEpamM U ABepAM
RusGuard.

4.2 YupasieHue ABepblo «RusGuard»
YnpasneHue ABepblo OCYLLECTBAAETCA B MHTEPAKTMBHOM OKHe KapTa ¢ ncnonb3oBaHnem
dYHKUMOHaNbHOro MmeHio obbekTa [sepb “RusGuard” (Puc. 4.2—1,Tab. 4.2-1).

INeept "RusGuard™ 1.1.1.1.1[1.1.1.1.1]

Morepsra oo o
18-02-13 11:38:35

BhIKAHMMTE CHpEHY
3aKpEITE ABEPE
OTKpBITE ABEPE
MoCTEBMTE Ha OXpaHy
PasbnoKKpoBaTE ABEPE
BrAKOYHMTE CMpeHy
JabnokWpoBaTE ABEPE
OTKPEITE ABEPE HAAONTD
CHATE C oxpaHsl

Puc. 4.2—1 dyHKUMOHaNbHOE MeHI0 06beKTa [iBepb CKY/, “Securiton”

Tab6. 4.2-1. OnucaHue KomaHa PyHKLMOHANbHOro MmeHIo 06beKkTta [isepb CKY/ “Securiton”

KomaHaa PpyHKLMOHANbHOIO MeHIo BbinonHsaemas GpyHKUuA
BbIKNOUNTb CUpPEHY OTKNIOYNUTb CUPEHY
3aKpbITb ABepb 3aKpbITb ABepb
OTKpbITb ABEPb OTKPbITb ABEPb HA BpeMs OTKPbITUA ABepU
MocTaBUTb Ha OxpaHy MocTaBuTb ABEPb Ha OXpaHy
Pa3bnokunpoBaTh ABeEpb PasbnoknposaTh ABepb
BKAOYNTL CMpPEHY BKAOUNTL CMpeHyY
3abnoknposatb Bepb 3abnoknpoBaTh ABepb
OTKPbITb ABEPb HAJOATO OTKpbITb ABEPb A0 TEX NMOP, MOKa OHa He byaeT 3aKpbITa
CHATb C OXPaHbl CHATb iBEPb C OXPaHbl
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