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1 Coucok ucnoJib3yeMbIX TEpMHUHOB

Cuctema KOHTPOIA M ynpasBneHuna goctynom (CKY/) — nporpammHo-annapaTtHbIi KOMIIEKC,
npesHasHavYeHHbIM AR OcyLwecTBAEHUA QYHKLUMNA KOHTPOA M YyNpaBAEeHUA AOCTYMNOM.

CepBep MMlHMennekm — KOMNbIOTEP C YCTaHOBAEHHON KoHUrypaumnen Cepsep NnporpammHoro
Komnaekca MHmesnnekm.

KoHTponnep — ycTponcTBo, NpegHasHayeHHoe A1A KOHTPOsA BXOAa/BbiXxo4a COTPYAHUKOB B MeCTax C
OrpaHMYeHHbIM A0MYCKOM, CYUTbIBAHMA U pacluMPpPOBKM KOAa, coAeprKalleroca B KapTe A0CTyna, C
LeNblo aBTOMaTUYECKOMN pernctpaumnm nponyckos B CKY/[ n KoHTposa nx pabotocnocobHocTu.

BpemeHHas 30Ha — COBOKYMHOCTb MPOM3BO/IbHOIO KO/IMYECTBa MHTEPBAOB BpeMeHU B npeaenax
KaXKabIX CYTOK BpeMeHHOoro umkna (ot 1 go 366 AHelt), a TakKe MHTepPBanoB BpeMeHU B TeyeHUe 0cobbix
0aT. BpemeHHble 30Hbl onpeaenatoT rpadumK A0CTyna Ha OXpaHAEeMblit 06BbEeKT.



2 BBeaeHue

2.1 HasHayeHHe JOKYMeHTa

[okyMmeHT Pykosodcmeo no Hacmpolike u pabome ¢ modysnem uHmezpayuu Paxton agnsetcs
CNPaBOYHO-MHPOPMALMOHHbBIM NOocobMem 1 NpeaHa3HAYeH A5 CNELLManMCTOB NO HAaCTPOMKe U
onepatopos moayna Paxton. [laHHbI MoAyb BXOAUT B COCTaB CUCTEMbI KOHTPOASA U yNpaBaeHuUA
poctynom (CKY/]), peanu3oBaHHOM Ha OCHOBE NporpammHoro Komnnekca ACFA Intellect.

B naHHOM PyKoBOACTBE NpeAcTaBaeHbl Caeaytowme matepuansl:

1. obwwue ceBegeHua o moayne nHterpaummn CKY/ Paxton;
2. HacTpoiKa moayna nHterpaunun CKY./Z Paxton;
3. pabota c moaynem unterpaunm CKY/Z Paxton.

2.2 Oo6wmuMe cBeaeHust o moayJse uHterpaguu CKY/l «Paxton»
Moaynb uHTerpaumm Paxton asnseTtca KomnoHeHTom CKY/], peannsoBaHHOM Ha 6a3e NporpamMmmMmHoOro
Komnnekca ACFA Intellect, n npeaHa3HayeH N5 BbINOJAHEHWUA CAeAyOWNX GYHKLNIA:

1. KoHourypuposaHue CKY/J Paxton (nponssoauTtens Paxton Access Ltd.);
2. obecneyeHune B3anmogencteunsa CKY/ Paxton c nporpammHbim Komnaekcom ACFA Intellect
(MOHUTOpPMHT, ynpaBaeHue).

lMpumeyaHue. [TodpobHsie caedeHus o CKY/] Paxton npusedeHbl 8 odhuyuansbHOU crnpagoyHol
0oKymeHmauyuu rno 0aHHol cucmeme.

MNepen HacTpoiKoin moayna nHterpaunu CKY/ Paxton Heob6xoAMMO BbINOJIHUTL caeaylolmne AencTBuA:

1. YctaHoBWUTb annapaTtHble cpeacTsa CKY/] Paxton Ha oxpaHAembli OOBbEKT (CM. CPABOYHYIO
OOKyMmeHTauuto no CKY/ Paxton).
MoakntounTb 06opyaoBaHune CKY/] Paxton k Cepsepy.
YcTaHoBUTL NporpammHoe obecneyeHune Net2 Ha CepBep (A0CTYNHO Ha odpULManbHOM caliTe
npowssogutenn CKY/ Paxton).

4. HacTtpouTb nogkntoueHne no COM-nopty obopyaosanusa CKY/] Paxton k Cepsepy Net2 (cm.
CNPaBOYHYO AOKYMEHTALMIO NO yTUAUTE KOHUrypmnposaHua Cepsepa Net).

MpumeyaHue. Mpu Hacmpolike NodKAYeHUS peKomeHOyemcs yKa3bieamse Mopm rnooKA0YeHUsA
obopyoosaHusa CKY/] Paxton spy4Hyio.



3 Hactpouka moays uHterpauuu CKY/l «Paxton»

3.1 Ilopsapok HacTpouKu MmoayJia uHTerpanuu CKY/l «Paxton»
HacTtpoitka moayna unterpaunm CKY/Z Paxton npovsBoguTca B CeAytoLel nocae0BaTeIbHOCTH:

HacTpoiika nogxrntoueHma Cepeepa Net2 k CepBepy MHmMennekm:;
HacTtpoiika KoHTpoanepa Paxton;
HacTpoiika cuntbiBaTenen Paxton;

Rl N

CvHXpOHM3auma KoHdurypauum Cepsepa MHmennekm v Cepsepa Net2.

3.2 Hactpouka nogkiarwdeHusa Cepsepa «Net2» k CepBepy «UHTe /L/IEKT»
MporpammHbiit kKomnnekc ACFA Intellect paboTtaeT c o6opyaosaHnem CKY/ Paxton nocpeactsom
nporpammHoro obecneyeHus Net2, nosTomy HeobxoaMMo HacTpouTb noakatodeHne Cepsepa Net2 K
Cepsepy lHmesnnexkm.

B nporpammHom Komnnekce ACFA Intellect HacTpoika noakntoueHus Cepeepa Net2 k Cepsepy
MHmMesnnekm ocyLecTBAAETCA HA NaHeNM HacTpoek obbekTa CKYA, “Paxton NET2”, KoTopblli co3gaeTca
Ha ba3e o6bekTa KomnbloTep Ha BK1agke ObopyaoBaHue nuanoroBoro okHa Hacrpoiika cucremsi (Puc.
3.2—-1).
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CunToisaTens[PAXTON_NET2_READER] 4 LacatHnsT - 2025 E

OEM Client

Synchiorizs access databass

Puc. 3.2—1 O6beKT CKY/, "Paxton NET2"

[ns HacTpoMnKM noaxrnoYeHnn KoHTpoanepos CKY/ Paxton Heob6xoAMMO BbINONHUTL Ceaytowme
nencrems:

1. MepeliT Ha naHenb HacTpoeKk o6bekTa CKY/, “Paxton NET2” (Puc. 3.2—2).



[e7 " [oRUD Paston NETZ"2

Kornetaren I Disable
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OEM Client

Synchronize access database

Puc. 3.2—2 MaHenb HacTpoek o6bekTa CKY/ "Paxton NET2"

MpumeyaHue. B none Module version omobpaxcaemcs sepcus moodynaa uHmezpayuu (cm. Puc. 3.2—2,
1)

2. Bnone Aapec cepBepa BBecTH IP-agpec KomnbloTepa, Ha KoTopom 3anyuieH Cepsep Net2, K
KOTopoMy noakntoueHo obopyaoBaHue CKY/J Paxton (cm. Puc. 3.2—2, 2).

lMpumeuaHue. Ecnu Cepsep Net2 3anyuseH Ha mom xce Komrnsromepe, ymo u Cepsep MHmMennekm,
Heobxo0umo yKaszame adpec 127.0.0.1

3. B none IP-port c nomolLLbio KHONOK BBEPX-BHU3 BBECTU HOMEP NopTa As1a paboTbl c Cepepom
Net2 (cm. Puc. 3.2—2, 3).

lpumeyaHue. NMopm no ymonyaHuro 8025.
4. B none Login ykasaTtb nma onepartopa Cepsepa Net2 (cm. Puc. 3.2—2, 4).

lMpumeyaHue. Criucok onepamopos Cepsepa Net2 usmeHaemca ¢ nomouwibrto ymunumel Net2Access
Control. NoOpobHee cM. cnpagoyHyto O0KymMeHmayuto no 8aHHolU ymusaume.

5. B none Password ykasaTb naponb onepatopa Cepsepa Net2 (cm. Puc. 3.2—2, 5).
6. HakaTb Ha KHONKy MpumeHuTb (CM. Puc. 3.2—2, 6).

3.3 Hacrpoiika koHTpOJ/UIepa «Paxton»

B nporpammHom Komnnekce ACFA Intellect HacTpoKa KOHTponnepa Paxton ocylecTBAAETC Ha NaHe
HacTpoek ob6bekTa KoHTponnep “Paxton NET2”, KoTopbii co3gaeTca Ha 6a3e o6bekta CKY/ “Paxton
NET2” Ha Bknagke O6opyaoBaHue Ananorosoro okHa Hacrpoiika cucremsl (Puc. 3.3—1)
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Puc. 3.3—1 O6beKT KoHTponnep “Paxton NET2”

[Nna HacTpoMKKM KoHTponsepa Paxton HeEO6X0AMMO BbINONHUTL Cleaytowmne AeNCTBUA:

1. MepeliT Ha naHenb HacTpoeK 06bekTa KoHTponnep “Paxton NET2” (Puc. 3.3—2).

2. W3 pacKkpbiBatowerocs cnmcka Acu type BbibpaTb TMN KOHTpoanepa Paxton (cm. Puc. 3.3—2, 1).

B none Acu serial BBeCTM cepuiiHblit HOMep KOHTponnepa Paxton (cm. Puc. 3.3—2, 2).

4. B none Door open time BBECTU C NOMOLLbIO KHOMOK BBEPX-BHU3 NEPUOL, BPEMEHUN B CEKYHAAX, B
TeyeHne KOToporo ABepb byeT ocTaBaTbCA OTKPLITOM NOC/e NpefocTaBaeHuns goctyna (cm. Puc.

3.3—2,3).

w

- IKDHTponnep "Pawton NET 2"

CKYA "Paxton NETZ" [ i
[CKYL "Paston NET2" 2

Puc. 3.3—2 MaHenb HacTpoek o6bekTa KoHTpoanep “Paxton NET2”

5. HaxkaTb Ha KHonKy MpumeHuTb (cm. Puc. 3.3—2, 4).

HacTpoiika KoHTpoanepa Paxton 3aBeplueHa.

3.4 Hactpouka cuuTbiBaTeei «Paxton»

B nporpammHom Komnnekce ACFA Intellect HacTpolika cumTbiBaTenel Paxton ocylecTBaseTca Ha
naHenu HacTpoek o6bekTa CunTbiBaTe b, KOTOPbLIM co3aaeTcA Ha 6a3e o6bekTa KoHTponnep “Paxton
NET2”Ha Bklagke O6opyaoBaHue ananorosoro okHa Hacrpoiika cucremol (Puc. 3.4—1).
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Puc. 3.4—1 O6beKT CunTbiBaTeIb

[lna HacTpoiKK cunTbiBaTENE Paxton HEOBX0AMMO BbINONHUTL CledytoliMe AeACTBMA:

1. MepeliT Ha NaHeNb HacTpoeK obbekTa CuntbiBaTenb (Puc. 3.4—2).

BT [ComemarenPAXTON_NET [ K
FoHtponnep "Paxton [~ RSt |
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Puc. 3.4—2 MNaHenb HacTpoeK ob6bekTa CunuTbiBaTEND

2. B none Reader Sub Address BBecTv ¢ NOMOLLbtO KHOMOK BBEPX-BHU3 annapaTHbIi agpec
NoAKNoUYeHUs cumTtbiBatena (cm. Puc. 3.4—2, 1).

3. W3 pacKkpbiBatowerocs cnmcka Region in: BbibpaTb 06beKT Pa3pen, COOTBETCTBYOLLMIA
TEPPUTOPUN, PACNONOKEHHOW CO CTOPOHbI BbixoAa Yepes AaHHbIN cunTbiBaTeNb (cMm. Puc. 3.4—
2,2).

4. W3 packpbliBatoLLerocsa cnucka Region out: BbibpaTe 06beKT Pasaen, COOTBETCTBYOLMIA
TEPPUTOPUN, PACNONOKEHHOKN CO CTOPOHbI BXOAa Yepes AaHHbIi cuuTbiBaTeNb (cm. Puc. 3.4—2,
3).

MpumeyaHue. Hekomopbie HacMpoUKu Ha NaHeaAU HacmpoeKk 06bekma Cdumeleamens HEOOCMYIIHbI,
UX U3MeHeHue He rnosausem Ha pabomy cucmemol (cm. Puc. 3.4—2, 4). [laHHble Hacmpoliku ciedyem
npouzsodums ¢ nomouwbro ymuaumel Net2Access Control (cm. cnipaso4Hyto OOKyMeHmMayuto no 0aHHoU

ymunaume).



5. HakaTb Ha KHoNKy MpumeHuTb (cM. Puc. 3.4—2, 5).
HacTpoiika cuutbiBaTenen Paxton 3ageplueHa.

3.5 Ilepecbiika koHpurypanuu Cepepa «MHTe//IeKT» Ha CepBep «Net2»
Mpu nepecbinke KoHPUrypaunm Cepsepa MHmennekm Ha Cepsep Net2 B gepeBe 06bEKTOB YTUAUTSI
Net2Access Control co3gatotcs cnegytolme ob6beKTbl, cooTBeTCTBYOWME 06bekTam MK ACFA Intellect:

1. Otgenbl — 06beKTbl ¢ UMeHamu intellect_dep_n, rae n — Homep oTtgena B MK ACFA Intellect,;

2. Monb3oBaTenu B oTAenax, cooteeTcTBytowmx otaenam MK ACFA Intellect, c ypoBHAMM
[0CTyna, COOTBETCTBYIOWMMM NpucBoeHHbIM UM B MK ACFA Intellect;

3. YpoBHM goctyna — ob6bekTbl c MMeHamu intellect_level_n, rae n — Homep ypoBHsA goctyna B
MK ACFA Intellect;

4. BpemeHHble 30Hbl — 06beKTbI ¢ MmeHamu intellect_tz_n, roe n — Homep BpeMeHHOM 30HbI B
MK ACFA Intellect.

MpumeyaHue. Co3daHue 6 MK ACFA Intellect omdenos, nonv3zosamerneli, 8pemMeHHbIX 30H U HA3Ha4YeHue
none3osamesnsam yposHeli docmyna moxcem 6bimb 8bIMOMAHEHO 0OHUM U3 Caedyoujux cnocobos:

a) Cnomouwibio modyna Cayxcba npornyckHo2o pexcuma. [1odpobHo paboma ¢ OaHHbIM MOOYyAeM
onucaHa 8 00KymeHme Pykosoocmeo o Hacmpolike u pabome ¢ modynem Caymba
MPOMYyCKHO20 pPexuma.

b) Cpedcmeamu K ACFA Intellect. [lodpobHee cm. doKymeHm [1po2pammHbili KoMrineKc
UHmennekm: Pykosodcmeo AOMuUHUCMpamopa.

[Ons nepecbinkm KoHduUrypaummn Cepeepa MHmesnnekm Ha Cepsep Net2 Heob6xoAMMO BbIMOJHUTD

cneayowme oencTeus:

1. MepeliT Ha naHenb HacTpoeKk ob6bekTa CKY/, “Paxton NET2” (Puc. 3.5—1).

[ kUL Pason NETZ" 2

KornewoTep [ Disable
[LOCALHOST =

OEM Cligrt

Synchronize access databaze

Puc. 3.5—1 CuHxpoHusauma KoHpurypauum Cepsepa UHTennekrt u Cepsepa Net2

2. HarkaTb Ha KHonKy Synchronize access database (cm. Puc. 3.5—1).

MpumeyaHue. B cnyyae ecau KoHpuaypayus Cepsepa NIHmesnnekm boiaa usmeHeHa u mpebyemcsa
nosmopHo nepecname KoHpuaypayuro Cepsepa NiHmesnnekm Ha Cepsep Net2, moxcem 803HUKHYMb
Heobxodumocmes npedsapumesibHoO yoaaume co30aHHbIe rpu rnpedbidyujeli nepecolsike 06vekmeol U3
depesa 06vekmos ymunumel Net2Access Control.

Mepecbinka KoHoUrypauumn Cepsepa MHmesnsnekm Ha Cepsep Net2 3aseplueHa.



4 Pa6orta c moaysiem unterpanuu CKY/l «Paxton»

4.1 0O6wue cBegeHUA 0 padboTe ¢ MmoaysieM uHTerpauuu CKY/l «Paxton»
Ona paboTbl ¢ moaynem nHterpaummn CKY/ Paxton ncnonb3ytotca ciegytowme nHtepdencHole 06beKTbI:

1. Kapra;
2. NpoToKon cobbiTuiA.

CBeaeHMs No HACTPOMKE AAHHbIX MHTepdEeCHbIX 06bEKTOB NpMBeAeHbl B AOKYMeHTe [1po2pamMmHbli
Komnnekc UHmennekm: Pykoeodcmeo AOMUHUCMpPamopada.

PaboTa c nHTepdencHbIMM 06bEeKTaMKM NoAPO6HO onucaHa B 4OKYMeHTe [1po2pammHbIli KomMaekc
UHmennekm: Pykoeodcmeo Onepamopa.

4.2 YupasBisieHue KOHTpoJuiepoMm «Paxton»
YnpaBneHue KOHTPoANepoM Paxton ocyllecTBAAETCA B UHTEPAKTMBHOM OKHe KapTa ¢ ucnonb3oBaHuem
dYHKUMOHanbHOro meHio ob6bekTa KoHTponnep "Paxton Net2" (Puc. 4.2—1, Ta6. 4.2-1).

Kontponnep “Paxton HET2" 2[2.1]

3AKpBITE ABEDb
OTEDBITE ABEDE
¥ AEDHHEATE AEEPE OTKPEITOM

Puc. 4.2—1 ®dyHKUMOHANbHOE MeHI0 06beKTa KoHTponnep "Paxton Net2"

Tab6. 4.2-1. OnucaHue KomaHa PyHKLUUOHaNbHOro meH o6bekTa KoHTponnep "Paxton Net2"

KomaHaa pyHKLMOHANBbHOrO MeHI0 BbinonHsaemasn pyHKuUuA
3aKpbITb ABEPb 3aKpblBaeT ABepb
OTKpbITb ABEPb OTKpbIBaEeT ABepb Ha Bpems, 3alaHHOe NPU HACTPoMKe
obbekTa KoHTponnep "Paxton Net2"
YaepKuBaTb ABepb OTKPbITON OTKpbIBAET ABEPb A0 TeX Nop, NOKa OHa He byAeT 3aKpbiTa
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