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1 BBegeHne B PykoBOACTBO MO HACTPOMKe 1 paboTe ¢
moaynem nHrerpaumm SNMP AreHT (AXACFA)

Ha ctpaHuue:

« HasHauyeHune
[OKYMeHTa

« O6uwme cBegeHnst 0
MOAY/€e VHTerpaunm
«SNMP AreHT (AXACFA)»

1.1 Ha3HayeHure goKymMeHTa

JokymeHT Pykosodcmaso o Hacmpolike u pabome ¢ ModysieM uHmezpayuu SNMP AceHm (AXACFA) sisnsaeTcs
CNpPaBOYHO-NHOPMALMOHHBIM NOCOBUEM 1 NpefHa3HadYeH A5 CNeLuasMcToB Mo HaCTPOoiike 1 onepaTopoB
mMoaynsa SNMP AeeHm (AXACFA).

B naHHOM PykoBoAcTBe npeacTas/ieHbl Cneayolye matepuaribl:

1. O6wwe cBegeHnsa o mogyne nHterpauun SNMP AceHm (AXACFA).
2. HacTtpoliika Mmogynsa nHTerpaumn SNMP AzeHm (AxACFA).
3. Pa6ota ¢ mogynem unterpaumm SNMP A2eHm (AXACFA).

1.2 O6wme ceeneHns o moayne nHterpauum «SNMP AreHT (AXACFA)»

Mogaynb nHterpauun SNMP AceHm (AXACFA) MOXET BbINOMHATL 0OMEH AaHHbIMU 1 NoyYaTb COObITMSA MO
SNMP-npoTokony v.1,v.2 nv.3.

© npumeuanne

Baszoselin MK VIHmesiiekm Takke NpegocTas/isieT BO3MOXHOCTb HAacTpoikn SNMP-cepBuca ans
nepeHanpasneHnst SNMP-MeHeaxepy COOOLLEHWI O 3aperncTpPUPOBaHHbIX B CUCTEME COBLITUAX -
cM. PykoBoAcTBO AgMuHUCTpaTopa, pasgen Hactpoiika SNMP-cepBrica. Hanbonee aktyasibHas
BepcuAa AaHHOro AOKyMeHTa AO0CTYyNHa B XpaHu/vLLe A0KYMeHTaLun.
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2 lNMopnepxrsaemoe obopyaoBaHMe N NiMLEH3npoBaHne
moayna nHrerpauny SNMP AreHT (AXACFA)

3a kaxgoe SNMP 3HaueHune (ACFASensor).

MopfepxvnBaeMoe 060pyaoBaHMe 1 NILEH3MPOBaHUe MoayNns uHterpauum SNMP AreHT (AXACFA) - 4
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3 HacTtpoika moaynsa nHterpaumm SNMP AreHT (AXACFA)

3.1 HacTpolika ronoBHOro o6bekTa Mmoaynsa nHrerpaumm SNMP
AreHT (AXACFA)

[ns pa6oTbl ¢ Mogynem uHterpaumn SNMP AzeHm (AXACFA) [oMxeH 6bITb YCTAHOB/EH U HACTPOEH
KOMMOHEHT AXACFA. nogpobHee onvcaHo B nogpaszene MogxnyeHne 1 HacTporika KoMmnoHeHTa AXACFA.

[ns HacTpolikn ronoBHoro o6bekta SNMP A2eHm (AXACFA):

1. Cospatb ronoBHoi 06bekT SNMP AreHT Ha 6a3e 06bekTa Axacfa Ha
Bk1agke O6opyaoBaHue okHa HacTpoiiku cuctembl.

AparTexTypa O e Wrmepdeice Monbzosatenn MporpamMmMuposaHie

=B LOCALHOST [E-KONONOVA]
-8 Axacfa 1[1]
I NMP Arent 1 [1] Hoeiia ] Orxntosms Hacrpoicu SNMP v3 Hacrpaiiku SHMP +3

[1 | [ShMP Arenr 1 || Hacrpoiia SNMP 12 Hacrpoiiki SNMP v1-2

|Axacfa 1 HacTporik i NonyeHHA KOHPUrYDaLMMH HacTpofkK NoAYHEHA KOHDHrYPaLMIA

IP-anpec: [127.001 |

MopT orpoca |151 |

Bepcua npotokona SHMP SHMP w1 ~
[Mony4eHHE KOHPHrYPaLMHM

MpyMernTe OmiernTe

2. B none IP-aapec ykasarb IP-aipec B CETW YCTPOICTBA, NOAK/IHYAEMOro No NPoToKony SNMP.

3. B nosne MopT onpoca ykazaTb HOMEP MCMO/Ib3yeMOro nopTa, No yMo4aHmio - 161.

4. 13 packpbiBatoLLerocs cnucka Bepcus npotokona SNMP BbiGpaTh Bepcuio npotokonia SNMP: SNMP
vl, SNMP v2, SNMP v3.

A BHumaHue!

Bepcysi npoTokonia SNMP BbI6PaeTCst B COOTBETCTBUM C TEXHUYECKUMU TPEBGOBAHNSMU
MOAK/UYEHHOTO YCTPOCTBA (CM. 0hMLIMATIbHYO CMPABOYHYHO IOKYMEHTALMI0 YCTPOCTRA).

5. B 3aBUCMMOCTU OT BblGpaHHOI Bepcumn NpoTokosia SNMP Npon3BeCTU COOTBETCTBYHOLLME HACTPOWKM.
a. [ns HacTpoliikn Bepcuii SNMP v1 1 SNMP v2 HaxkaTb KHonky HacTpoiiku SNMP v1-2.
B oTkpbiBLUIEics chopme HacTpoiiku SNMP v1-2:

B " Hacrpoiikn SNMP v1-2 x
CTpoka cooflWecTES Ha YTEHME |public |
CTpoka coofWecTEa HA SankcE ||:|rivale |

MogTEEpOMTE OTrEHITE

i. B none CTpoka coobGuiecTBa Ha UTeHMe yKa3aTb Ha3BaHne coobLiecTBa YteHus SNMP
N3 HacTpoeK Beb-nHTepdelica ycTponcTBa, NoAKIHaeMOro no NPoTokosay SNMP.

ii. B nose CTpoka coo6uecTBa Ha 3anUCb yka3aTb Ha3BaHVe coobLiecTBa 3anmcm SNMP
N3 HacTpoeK Beb-nHTepdelica ycTponcTBa, NoAKIHaeMOro no NPoTokosay SNMP.

HacTpoiika mogynsa nHterpaumm SNMP AreHT (AXACFA) - 5
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iii. [n1a coxpaHeHns HacTpoek HaxaTb kHOMNKy MoaTBepAnTb, 415 Bbixoga 6e3 coxpaHeHus
- KHOMKY OTMEHUTD.
b. [nsa HacTpoiiku Bepcuii SNMP v3 HaxxaTb KHOMKY HacTpoiiku SNMP v3.
B oTkpbiBLUeiica chopme HacTpoiiku SNMP v3:

B Hactpoiikn SNMP w3 X
Wria nonezosatena ||:|ub|i|: |
TuN ayTeHTHPHEaLMM SHAZRE w
MNapone | ssssnne |
Tun Wi poEaHus AES192 w
CexpeTHbIA Koy | ITITTITTT ) |
MopTeEEpaMTE OTHEHUTE

i. B none Umsa nonb3oBartens ykasaTb MMs NOMb30BaTENSA U3 HACTPOEK BeEG-nHTepdeiica
YCTpOIiCcTBa, NOAK/IHHYAEMOr0 MO NPOTOKOy SNMP.

ii. 3 packpbiBatoLierocs cnucka Tun ayteHTudpukaumm soibpaTb TMN ayTeHTUGMUKaALUN N3
HacTpoek BeG-nHTepdielica ycTpoincTBa, NOAKI4aEMOro no NpoTokony SNMP: SHA256
(no ymonuyaHuio), SHA384, SHA512, MD5, SHAL.

iii. B none Maponb ykasatb Naposib NoNb30BaTeNs 3 HaCTPoekK Be6-nHTepdeiica
YCTpOIiCcTBa, NOAK/HHYAEMOr0 MO NPOTOKOy SNMP.

iv. V3 packpbiBatoLlerocs cnmcka Tun wndpoBaHusa Boi6paTh TUN LWMAIPOBaAHUA 13
HacTpoek Beb-nHTepgieiica yCTpoincTBa, NOAKI0HaEMOro Mo NpoTokosly SNMP: AES192
(no ymonuyaHuio), AES256, AES, DES, TripleDES.

v. B none CekpeTHbIi KO yYKa3aTb CEKPETHbIN K104 M3 HACTPOeK BeG-MHTepdielica
YCTpOIiCcTBa, NOAK/HHYAEMOr0 MO NPOTOKOy SNMP.

vi. [1nsa coxpaHeHust HacTpoek HaxaTb kHOMKY MoaTBepAnTb, A5 Bbixoda 6e3 coxpaHeHus
- KHOMKYy OTMEeHUTb.

6. Mpu Heo6xoAMMOCTH HACTPOUTL NOMyYeHNe KoOHUrypaumm, Haxas kHonky HacTpoiiku nonyyeHuns
KoHcburypauuu.

B HacTpofk noayyeHua KoHgurypaumm x
Jupekropus © MIB KoHDHrypawMardu | C:WUsersnikita chitnaeviMIB
Wrerosadtbie Old

MNogTEEpaMTE OTHEHMTE

a. B none Aiupektopus c MIB KOHurypauusamm ykasartb nyTb 40 nanku ¢ MIB KoHdurypawmsamu.
b. [na ucnonb3oBaHnA MMeHoBaHHbIX Old ycTaHOBUTb oniaxkok imeHoBaHHbIe Old. o
YMO/THaHNIO dNIAXKOK CHAT.

c. [N coxpaHeHus HaCTPOeK HaxaTb KHOMKy MoaTBepanTb, 4718 BbiXxoda 6e3 CoXpaHeHus -
KHOMKY OTMEHUTb.

7. [Ona 3arpysku KoHduMrypaumm ¢ yCTpoicTBa, NoAKIHaeMoro no npotokony SNMP, HaxkaTb KHOMKY

Mony4yeHune KOHUrypauum.

Mocne 3arpy3ku KoHdurypauumn Ha 6a3e ro/ioBHOro 06beKTa 6yayT co3AaHbl AOHEPHNE OOBEKTDI
SNMP 3HaueHue:

EE Axacfa1[1]
=2 SNMP Arent 1[1]

HacTpolika ronoBHoro o6bekta SNMP AzeHm (AxACFA) 3aBeplueHa.

HacTpoiika mogynsa nHterpaumm SNMP AreHT (AXACFA) - 6
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3.2 HacTtporika SNMP 3HaueHnsa moaynsa nHterpauum SNMP AreHT
(AXACFA)

O6bekT SNMP 3HaueHue co3gaeTcs Ha 6a3e ronoBHOro 06bekta SNMP AreHT, 419 ero KOHUrypnposaHus:

1. nepeﬁTI/I Ha HacTpoeyHylo naHenb SNMP 3Ha4YeHus.

ApartexTypa OBopyaosarie WrTeppeiics MNonesosatem [Mporpammnposarive

= LOCALHOST [E-KONONOVA]

BBG Axscha1[1] |1 ||SNMF’ SraveHude 1 | oD I

B“ SNMP Arent 1[1] SMMP Arenr OTEauMTE Hrrepean anpoca, |5 Ejl
E W SNMP 3Havenme 1 [1] |SNMF’ REET =

MpHMeHUTE OmeHnTE

2. B none MHTepBan onpoca, ¢ ykasaTb B CEKYH/Iax, Yepe3 Kakue NPoMeXyTKu BpeMeHu 6yaeT
3anpaluvBaTbCa MHopMaLus ¢ YCTPOACTBa.
3. [na coOXpaHeHUs HaCTPOeK HaxaTb KHOMKY MPUMEHUTD.

SNMP 3Ha4yeHne HacTpoeHO.

HacTpoiika mogynsa nHterpaumm SNMP AreHT (AXACFA) - 7
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4 Pabota ¢ moaynem nHterpaunm SNMP AreHT (AXACFA)

4.1 O6was nHgpopmauma o paborte ¢ moaysnem nHrerpaunm SNMP
AreHT (AXACFA)

[ns paboTbl ¢ Mogynem uHterpaumm SNMP AzeHm (AXACFA) ncnonb3yoTcs cregyowme nHtepdeiicHble
06BbEKTbI:

1. Kapra.
2. MpoTokon coGbITUIA.

CBefeHuns Mo HACTPOIKE JaHHbIX 0OLEKTOB NPUBEAEHbI B AOKYMEHTE [TporpaMmHbIin KoMnieke HTennekT:
PykoBoacTteso AgmuHucTparopa.

Pa6oTta ¢ gaHHbIMM 06bEKTamMKn NOAPOBHO onvcaHa B fOKYMeHTe [MporpaMMHbIA KOMMIEKC HTeNNekT:
Pykosogcteo Oneparopa.

4.2 YnpasneHue ronioBHbIM 06bekToM Moaynsa SNMP AreHT (AXACFA)

ro/10BHOI 06BLEKT Moay s SNMP A2eHm (AXACFA) B okHe KapTa He ynpaBnsietcs.

B03MOXHbI cneayroLine CoOCTOAHMS rofIOBHOIO 06bekTa:

o Ha cBsizu
e CBA3b noTepsiHa

4.3 YnpaBneHue SNMP 3HauyeHrnem moaynsd SNMP AreHT (AxACFA)

YnpasneHvue SNMP 3HaueHnem mopyns SNMP AceHm (AXACFA) npoucxoauT B okHe KapTa ¢ ncnosib3oBaHmemM
MeH 06bekTa SNMP 3HaveHue.

| SNMP 3uaverme 1[1]

SNMP 3nauy Rezmnen

[Nokasate nocnegHWe coBbiTMA

BE,II,HTI: 3Ha4YeHHE

rlDJ'I]l'"'-IHTb JH3YEHKWE

Komangbl gnis ynpasneHuss SNMP 3HaveHvnem mogyns SNMP AeeHm (AXACFA) onncaHbl B Tabnuue:

Pab6oTta ¢ mogynem nHterpauuy SNMP AreHT (AXACFA) - 8
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KomaHaa cpyHKUMOHaNIbHOIO
MeHo

3aaarb 3HaveHne

Monyuntb 3Ha4YeHne

BbinonHsiemas pyHKuus

YCTaHOBUTL 3HAYEeHne yCTpOﬁCTBa, nogksirn4yaemMoro no npoToKkony
SNMP

MonyunTb 3HaUEHMe yCTPOCTBa, NOAK/IHUYAEMOro Mo NPOTOKOY
SNMP

Bo3moxHo cnepytoulee coctosiHue SNMP 3HaueHnss moayns SNMP AeeHm (AxACFA):

[obaBneH

4.4 TMpumep HAaCTPOEHHOM MakpokomMaHabl Moayns SNMP AreHT

(AXACFA)

@ Cospanme n vcnonb3oBaHe MakpokoMaHs,

Mpymepbl MakpoKOMaHL,

Mpu pa6oTe ¢ Moaynem nHTerpaumu SNMP AeeHm (AXACFA) MOXHO HacTPOWUTbL MakpoKoMaHy, KoTopas 6yaet
cpabarTbiBaTh NP NOCTYNUBLLIEM COObITIM OT YCTPOICTB, NOAK/MIOUEHHBIX N0 NPOTOKOTY SNMP.

MpuUMep HACTPOEHHOI MaKPOKOMaHApbI:

Pab6oTta ¢ mogynem nHterpauny SNMP AreHT (AXACFA) - 9
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|2 | |Mar<pu:umman—ma 2 | Janepika OTNPaEkKH peakuMHcer.
[] Orenmure BElCTpRIN BEIZ0E
Her |
| Bua sHauka: | Marpo 2 j
HacTpoliku
CocToAHKE |ETaHu.ap‘rH|:|e w | [ I NokansHes [ ] Crpeme
CoSemma [1apareTpel
Tun Haoriep  HazeaHue Cofemme HazgaHue JHaueHHE
SHMP ZHaveHue 1 SHMP 3HaveHue 1 3HaveHWE W3MEHEHD
£ >
HefcTena [NapareTpel
Tun Horep  Haszeaue HefcTeme HazeaHue JHaueHHE
SHMP 3HavyeHKHe 1 SHMP 3HaueHue 1 MMonyydme sHaveHUE
< >

MprMeHTE OmaeHrTs
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